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Safeguarding Statement
Ashdon Primary School takes seriously its responsibility to protect the welfare of the children in its care, believing that “The welfare of the child is paramount” (Children Act 1989).
This policy plays an integral part in our aim to safeguard our children and ensure their wellbeing in order to promote their optimum development. Online safety is a core element of our wider safeguarding provision and is not treated as a separate or additional concern — it is embedded in everything we do.

Rationale
Children at Ashdon Primary School live in a world where the internet, digital technologies and online communication are central to their daily lives. The benefits of technology are enormous — supporting learning, creativity, communication and access to information. However, the online world also presents real and significant risks.
At Ashdon, we are committed to equipping every child with the knowledge, skills and confidence to navigate the online world safely and responsibly. We believe that online safety is not simply a matter of restriction and rules; it is an integral part of preparing children for life. We teach children to understand risk, make good judgements, seek help when needed and treat others with respect — online as well as offline.
This policy has been written in line with the Online Safety Act 2023, Keeping Children Safe in Education 2025 (KCSIE 2025) and the DfE’s Filtering and Monitoring Standards. It reflects the full range of risks children face online, including those posed by generative artificial intelligence (AI), and sets out the responsibilities of all members of our school community.

	
	★ Our values in action:
1. We Care by creating an online environment where children feel safe to explore, ask questions and seek help without fear of blame
1. We Challenge our pupils to think critically about what they see online, question sources, and use technology with purpose and integrity
1. We Celebrate responsible digital citizenship and recognise children who demonstrate kindness, honesty and safety in their online lives



Aims
1. To ensure the safety and wellbeing of all pupils when using the internet and digital technologies
1. To educate children to become confident, critical and responsible users of online technologies
1. To ensure all staff understand their responsibilities in relation to online safety and model good digital practice
1. To maintain robust filtering and monitoring systems that are reviewed annually and meet DfE standards
1. To respond effectively to online safety incidents and near misses
1. To ensure parents and carers are informed and supported to promote online safety at home
1. To comply with the Online Safety Act 2023, KCSIE 2025, UK GDPR and the DfE’s Filtering and Monitoring Standards

Scope of This Policy
This policy applies to all pupils, staff, governors, volunteers and visitors at Ashdon Primary School. It covers the use of all digital technologies including the internet, school devices, personal devices, social media, video platforms, messaging apps, gaming platforms and artificial intelligence tools. It applies both on school premises and when using school-issued devices or systems off site.

Understanding Online Risk — The Four Cs
KCSIE 2025 identifies four categories of online risk that all schools must address. Staff must be familiar with all four areas and be alert to signs that a child may be experiencing harm in any of them.

	Risk Area
	Examples

	Content
	Age-inappropriate or harmful content including pornography, violence, extremist material, self-harm content, misinformation, disinformation, fake news and conspiracy theories

	Contact
	Unwanted or inappropriate contact from peers or adults, including grooming, cyberbullying, exploitation and harassment

	Conduct
	Pupils’ own online behaviour that may put themselves or others at risk, including sharing personal information, sexting, cyberbullying or creating harmful content

	Commerce
	Financial risks including gambling, scams, phishing, in-app purchases and exposure to inappropriate advertising



Misinformation, disinformation, fake news and conspiracy theories are now explicitly recognised by KCSIE 2025 as safeguarding harms. All staff must be prepared to identify and respond to these risks, and children must be taught to think critically about what they see and read online.

Roles and Responsibilities
The Governing Body
1. Ensures that the school has an up-to-date Online Safety Policy that is reviewed annually
1. Receives regular assurance from the Headteacher that filtering and monitoring systems are in place and meeting DfE standards
1. Ensures that online safety is embedded within the wider safeguarding framework and the School Development Plan
1. The safeguarding link governor challenges the school to evidence that filtering, monitoring, acceptable use policies and staff training are all current and effective
The Headteacher
1. Holds overall responsibility for online safety as part of the wider safeguarding remit
1. Designates an Online Safety Lead to implement policy and procedures day to day
1. Ensures all staff receive online safety training appropriate to their role as part of induction and on an ongoing basis
1. Ensures parents are informed of the school’s approach to online safety
1. Takes appropriate action in the event of online safety incidents involving staff or pupils
The Online Safety Lead
The Online Safety Lead is a senior member of staff who may also hold the role of DSL, Computing Lead or RSHE Lead. They are responsible for:
1. Maintaining and reviewing this policy annually
1. Ensuring filtering and monitoring systems are appropriate, tested and reviewed at least annually using the DfE self-assessment tool
1. Understanding how filtering and monitoring systems work in practice, not solely relying on provider documentation
1. Monitoring the use of online technologies by pupils and staff on a regular basis
1. Maintaining a log of online safety incidents and near misses for analysis and future safeguarding planning
1. Keeping staff training up to date, including in relation to new and emerging technologies such as generative AI
1. Liaising with the DSL, Computing Lead and RSHE Lead to ensure policies and curriculum are current
1. Reporting online safety concerns and incidents to the Headteacher
1. Providing guidance and support to parents on online safety
The Designated Safeguarding Lead (DSL)
1. Ensures online safety concerns are treated as safeguarding concerns and dealt with in line with the school’s child protection procedures
1. Is the first point of contact for concerns involving inappropriate images, contact or conduct online
1. Liaises with statutory agencies where online safety concerns meet the threshold for referral
1. Monitors reports generated by filtering and monitoring systems and takes action where needed
All Staff
1. Complete online safety training as part of induction and on an ongoing basis
1. Model safe, responsible and professional online behaviour at all times
1. Are familiar with this policy, the Acceptable Use Policy and the school’s Behaviour and Discipline Policy
1. Report any online safety concern — including accidental access to inappropriate material — to the Online Safety Lead or DSL immediately
1. Use only school-issued email addresses for communication with pupils, parents and other professionals
1. Do not use personal devices to take photographs or videos of pupils
1. Do not make personal contact with pupils via personal social media accounts or messaging apps
1. Have read and signed the Staff Acceptable Use Agreement
Pupils
1. Follow the Pupil Online Safety Agreement (Appendix 1) at all times
1. Tell a trusted adult immediately if they see anything online that worries, upsets or frightens them
1. Treat others with respect online, just as they are expected to do in person
1. Do not share personal information or images of themselves or others online without permission
1. Follow the school’s 4 Rs online: being Respectful, Responsible, Resilient and Ready to make good choices
Parents and Carers
1. Support the school’s approach to online safety at home
1. Engage with the school’s communications about online safety and attend any parent information sessions offered
1. Inform the school if they have concerns about their child’s online activity or wellbeing
1. Be aware of the parental consent requirements around photographs and social media, as set out in this policy

Online Safety in the Curriculum
Online safety is taught explicitly through Computing and RSHE lessons, and is embedded across the wider curriculum. By the time pupils leave Year 6, they will have been taught:
1. How to stay safe online and what to do if something goes wrong
1. How to recognise and avoid harmful content, including violence, age-inappropriate material, misinformation and extremism
1. How to protect personal information and understand the implications of sharing data online
1. How to recognise grooming, cyberbullying and exploitation, and how to report concerns
1. How to think critically about what they read and see online, including how to identify fake news, disinformation and manipulated content
1. The risks associated with social media, online gaming, in-app purchases and gambling
1. How to use generative AI tools responsibly, including understanding that AI-generated content may be inaccurate or misleading
1. Their rights and responsibilities as digital citizens
1. How to report concerns to a trusted adult, Childline (0800 1111), CEOP or the UK Safer Internet Centre

Online safety lessons are reviewed and updated annually by the Computing and RSHE Leads to reflect new and emerging risks.

Generative Artificial Intelligence (AI)
Generative AI tools (such as ChatGPT, Google Gemini and similar platforms) present both opportunities and risks for pupils and staff. KCSIE 2025 explicitly requires schools to address AI as part of their online safety provision.
Pupils and AI
1. Pupils are not permitted to access or use generative AI tools independently during the school day without direct staff supervision and explicit permission
1. Where AI tools are used as part of learning, staff must ensure they meet the DfE’s Generative AI Product Safety Expectations, including effective content filtering and activity logging
1. Pupils are taught that AI-generated content can be inaccurate, biased or harmful, and that they must always think critically about AI outputs
1. Creating or sharing AI-generated images of peers, staff or others is prohibited and will be treated as a serious safeguarding concern
Staff and AI
1. Staff may use AI tools to support planning and administration, but must not input personal data about pupils or families into any AI system
1. Any AI-generated content used in lessons must be reviewed and verified by the member of staff before use
1. Concerns about AI tools used in school should be reported to the Online Safety Lead

Filtering and Monitoring
The school’s filtering and monitoring systems are a critical safeguarding tool. They must be appropriate, effective and reviewed at least annually.
Filtering
1. The school uses a filtered internet connection through an accredited Internet Service Provider (ISP). Filtering is set at an age-appropriate level for primary school pupils
1. Filtering blocks access to harmful and inappropriate content, including material in all four areas of the Four Cs framework
1. Where generative AI tools are accessible on the school network, filtering is applied to ensure they meet the DfE’s Generative AI Product Safety Expectations
1. The Online Safety Lead reviews and tests filtering annually using the DfE self-assessment tool and the TestFiltering.com utility
1. Any gaps in filtering identified through testing or monitoring are reported to the Headteacher and addressed promptly
Monitoring
1. The school’s monitoring systems are capable of detecting safeguarding risks in real time or near-real time, in line with KCSIE 2025 requirements
1. The Online Safety Lead reviews monitoring reports regularly and takes action where concerns are identified
1. All monitoring is proportionate and complies with UK GDPR and staff privacy expectations
1. Monitoring alerts relating to safeguarding concerns are escalated to the DSL immediately
1. Staff and pupils are made aware that activity on school networks and devices is monitored
Annual Review
1. Filtering and monitoring systems are reviewed at least annually by the Online Safety Lead and Headteacher
1. The review uses the DfE’s self-assessment service to benchmark provision against current standards
1. Governors receive a summary of the annual review and any actions arising

Devices and Equipment
School-Issued Devices
1. School-issued devices are used for educational purposes only and must not be used to access social networks, personal email accounts or inappropriate content
1. School devices are covered by the school’s filtering and monitoring systems at all times, including when used off site
1. Pupils must not install software, apps or extensions on school devices without staff permission
1. Any loss, damage or misuse of a school device must be reported to the class teacher immediately
Personal Devices and Mobile Phones
In line with the school’s Behaviour and Discipline Policy, pupils are not permitted to bring personal mobile phones or electronic devices to school. This is a full ban — devices must not be brought onto the premises. The only exception is for a pupil with a medical condition that requires a monitoring app, agreed in advance with the Headteacher.
Staff may bring personal mobile phones to school for their own use but must not:
1. Use personal devices to photograph or film pupils
1. Contact pupils via personal social media, messaging apps or phone numbers
1. Use personal devices to store or transfer sensitive school data
1. Access personal social media accounts in the presence of pupils
Video Conferencing and Webcams
1. All video conferencing with individuals or groups outside school must be supervised by a member of staff
1. Parental consent must be obtained before pupils participate in video conferencing with external organisations
1. The same image and consent rules apply to webcam footage as to photographs

Photographs, Images and School Social Media
The school uses its social media channels to celebrate and share the achievements of our pupils and school community. All use of photographs and images is governed by the following principles:
1. Parental or carer consent is obtained before any photograph or video of a pupil is published on the school website, newsletter, social media or any other public platform
1. Images used on social media or the website must not include a child’s full name in the caption or filename
1. Photographs must not show pupils in compromising positions or inappropriate clothing
1. Staff must not take or store photographs of pupils on personal devices
1. Images shared on school social media reflect the school’s values and are approved by the Headteacher before publication
1. Consent can be withdrawn by parents at any time — the school will remove relevant images as soon as reasonably practicable

Email and Online Communication
1. All staff and governors use school-issued email addresses for professional communication with pupils, parents, carers and other professionals
1. Personal email accounts must never be used for school business or to contact pupils or families
1. Pupils are not issued with individual email addresses
1. The school uses a school-approved communication platform for contact with parents. Use of any such platform is governed by the school’s Data Protection Policy and the platform’s own privacy settings
1. Staff must not engage in private online messaging with pupils outside of Headteacher-authorised systems

Social Networking
Pupils
Pupils are not permitted to use personal social networking sites on school devices or during the school day. Children under 13 are below the minimum age for most major social networks. Where concerns about a child’s use of social media are identified — at school or at home — these will be treated as a welfare concern and addressed with parents.
Staff
1. Staff are advised to use the strictest possible privacy settings on personal social media accounts
1. Staff must not share personal contact details with pupils or accept friend or follow requests from pupils or their family members
1. Staff must not post content online that could bring the school into disrepute or compromise their professional integrity
1. Staff who discover they have been featured on an external website (such as a review or rating site) without consent should report this to the Headteacher

Responding to Online Safety Incidents
When a Pupil Accesses Inappropriate Content
1. The pupil must tell a member of staff immediately
1. The member of staff must not turn off the device — instead, the screen should be minimised and the Online Safety Lead informed
1. The URL and a screenshot of the content should be recorded
1. The incident is logged and, if appropriate, reported to the DSL
1. The pupil must not be made to feel at fault for accidental access
When a Pupil Deliberately Misuses Technology
1. Deliberate misuse is addressed through the school’s Behaviour and Discipline Policy sanctions ladder
1. Where the misuse involves harmful content, sexting, grooming or other safeguarding concerns, it is referred to the DSL immediately
1. Parents are informed on the same day
1. In serious cases, the police may be contacted
When a Concern Involves a Member of Staff
1. Any allegation of staff misuse involving a child must be reported immediately to the Headteacher or, if the allegation concerns the Headteacher, to the Chair of Governors
1. The Local Authority Designated Officer (LADO) will be contacted in line with the school’s Child Protection Policy
Recording
1. The Online Safety Lead maintains a log of all online safety incidents, near misses and concerns
1. The log is reviewed regularly to identify patterns and inform future safeguarding planning
1. A summary is shared with governors annually

Pupils with SEND
The school recognises that some pupils, particularly those with social communication difficulties, learning needs or SEMH vulnerabilities, may be at heightened risk online. Online safety education is adapted to meet the needs of individual pupils, and additional support is provided where needed. The SENCO is consulted when planning online safety provision for pupils with SEND.

Working with Parents and Carers
1. Online safety information is shared with parents at the start of each academic year
1. The school provides guidance to parents on how to keep children safe online at home, including age-appropriate filtering, screen time and social media
1. Parents are encouraged to speak to the class teacher or Online Safety Lead if they have any concerns about their child’s online activity
1. Resources from the UK Safer Internet Centre (saferinternet.org.uk) and Internet Matters (internetmatters.org) are signposted to all families
1. Parent consent for photographs and online content is reviewed annually
Links to Other Policies
This policy should be read alongside:
1. Behaviour and Discipline Policy (includes mobile phone ban)
1. Child Protection and Safeguarding Policy
1. Data Protection Policy
1. Harmful Sexual Behaviour and Child-on-Child Abuse Policy
1. Anti-Bullying Policy
1. Staff Code of Conduct
Review
This policy will be reviewed annually by staff and the Governing Body, or sooner if new legislation, statutory guidance or a significant incident requires it.

Signed by:
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The Chair of Governors

Date: 2nd July 2026

This policy will be reviewed annually
Appendix 1: Pupil Online Safety Agreement
At Ashdon Primary School, I agree to follow our Golden Rules online — being Respectful, Responsible, Resilient and Ready to make good choices.

	My Online Safety Agreement
1. I will only use the internet at school when a member of staff is with me or has given me permission
1. I will use the internet to learn and to be creative — not to be unkind or to do things I know are wrong
1. I will be kind and respectful to others online, just as I am in person
1. I will not share my full name, address, phone number, school or photograph with anyone I don’t know online
1. I will not look for, open or share anything that is rude, violent or unkind
1. I will tell a trusted adult straight away if I see anything online that makes me feel worried, uncomfortable or upset
1. I will not pretend to be someone else online
1. I know that what I do online can be seen by others — I will always behave as I would face to face
1. I know that AI tools can sometimes be wrong or misleading, and I will always check with an adult before believing or sharing what they say



Appendix 2: Staff Acceptable Use Agreement
As a member of staff at Ashdon Primary School, I agree to the following:

	Staff Acceptable Use Agreement
1. I will use school systems and devices responsibly and only for professional purposes
1. I will only use my school-issued email address for communication with pupils, parents and other professionals
1. I will not contact pupils or their families via personal social media, messaging apps or personal phone numbers
1. I will not use personal devices to photograph or film pupils
1. I will not access, download or share inappropriate, offensive or illegal content on school systems
1. I will report any online safety concern — including accidental access to inappropriate content — to the Online Safety Lead or DSL immediately
1. I will keep my login credentials confidential and will not leave a device unattended while logged in
1. I will not input personal data about pupils or families into any AI system
1. I will ensure that any AI-generated content I use in lessons has been reviewed and verified by me
1. I understand that activity on school networks and devices is monitored
1. I understand that breaches of this agreement may result in disciplinary action



Name: ________________________________     Signature: ________________________________

Date: ________________________________
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